Understanding
Business Continuity
Planning

for

ISACA and Northeast
Ohio Chapter of the

Institute of Internal
Auditors (l1A)

April 5, 2010



Planning Creed

Son, we live in a business that prepares people, and these people need to be
accounted for by people in leadership. Who’s going to do it? You? You—CEO? | don’t think
so! | have a greater responsibility than you can possibly fathom. You weep for Contingency

Preparedness, yet you curse the Planners who ready the force. You have that luxury; you have
the luxury of not knowing what we know; that bad planning, while tragic, is probably the result
of a lack of knowledge, ineffective and inefficient unit preparation. Our existence, while
grotesque and incomprehensible to you...makes Preparedness Management happen!! You
don’t want the truth! You can’t handle the truth, because deep down in places you don’t talk
about at training and exercises, you WANT me in your plans, you NEED me in your plans! Son,
we use words like ICS, Exercises, Drills, Integrated Electronic Security, BIA...we use these words
as the backbone of a life spent supporting planning missions; you use them as a punch line! |
have neither the time, nor the inclination to explain myself to a person who uses the Planning
system we provide, AND THEN QUESTIONS THE MANNER IN WHICH we PROVIDE IT!! | would
rather you just said “Thank You” and went on your way; otherwise | suggest you find your own
way of Planning and Preparedness. Either way, | don’t give a damn what planning information
you think you are entitled to!



Training Objectives

» Understand the basics of Business Continuity
* Understand the basics of Emergencies

* Understand the basic components of a
Business Continuity Plan




Web Sites

A Google search on:

Organizational Recovery produced 5,890,000 results
Risk Management produced 76,300,000 results
Emergency Management produced 34,000,000 results
Business Continuity produced 6,780,000 results
Business Resumption produced 367,000 results

Disaster Recovery produced 16,700,000 results



Definition
Business Continuity

An all encompassing, "umbrella" term covering first response,
crisis management, disaster recovery planning, business
resumption planning, and restoration.

A holistic management process that identifies potential impacts
that threaten an organization.

Provides a framework for building resilience with the capability
for an effective response that safeguards the interests of its
key stakeholders, reputation, brand and value creating activities.

The management of recovery or continuity in the event of a
disaster. Also the management of the overall program through
training, rehearsals, and reviews, to ensure the plan stays
current and up to date.



What is Business Continuity
Planning?

" Assesses Risk and Mitigates that Risk
" Prepares for All Emergency Conditions
= Responds to All Emergency Conditions
" Provides Processes & Procedures

" Recovers Operations Immediately &
Effectively



Why Plan?

Consequences of an extended outage are
unacceptable

“ Two out of five enterprises that experience a
disaster go out of business within five years.
Business continuity plans and disaster
recovery services ensure continuing viability.”

Gartner, Disaster Recovery Plans and Systems Are Essential, by Roberta Witty, Donna Scott,
2001.



Example Stakeholders / Potential
Claims

» Regulators

= Compliance with various
regulatory requirements

» Audit/compliance assertions
* Necessary reporting information

= Shareholders
» Shareholder value
= Dividends

* Employees
» Safety
» Compensation

= Customers
= Quality product
* Product safety
= Customer service

* Management/Board of
Directors
» Avoidance of negative press

» Shareholder value growth

» |Information for decision-
making

= Suppliers

» Contractual obligations
» Reliability of transactions

= Business Partners

= Secure transactions

» Contractual obligations
= Communities

» Clean environment



Common Themes

No plan and/or No testing

Scarce/No Business Impact Analysis
Confusion about technology

Inconsistency of copies

No alignment of data value and cost

We don't have the time or money to do this
"That's IT's job"

"That's the Business Unit's job"

"Nothing ever happens here”
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Definition
Disaster

Any unplanned event that renders a business
incapable of operating normally, due to death or
serious injury, environmental destruction,
technological destruction or loss of any operating
capability, which causes a disruption of service to
customers or employees, and cannot be resolved
within four (X) hours.

This could be a natural event (e.g. earthquake,
flood, tornado), a systemic event (e.g. power,
systems, or communications outage, etc.), or
physical event (e.g. fire, bomb, terrorist action.)



Definition
Business Interruption

Any event, whether anticipated
(e.g. public service strike) or
unanticipated (e.g. blackout) which
disrupts the normal course of
business, for customers or
employees for more than (X) hours.



Remember

All disasters are business interruptions,
but not all business interruptions are
disasters!



Business Continuity Framework

Establish the Need for a Program

Reference relevant
legal/regulatory/statutory/contractual requirements

Reference relevant Regulations and Legislation in your
industry

Current recommendations by relevant authorities
Adherence to standard Business Practices
State benefits relative to objectives and operations

Communicate management's potential for liability and
accountability



Business Continuity Framework
Develop a Comprehensive Program

Creative Thinking ~ what to prepare for; how to prepare for it

Focus on the individual operational aspects that make your
Organization unique

Remember a small incident can develop into a company-wide
crisis.
Imagine reasonably possible scenarios and plan accordingly

Conduct a comprehensive facility, operations and administration
survey

Assess public emergency services

Outline specific details of first steps

Set forth various detection and assessment protocols
Establish Budget estimates and resources

Remember it is impossible to plan for every disaster scenario



Business Continuity Framework

Mission of The Program

" Respond Professionally

" Protect Lives and Property/Assets
" Coordinate Emergency Response

" Properly Address Escalation

" Resolve the Situation

" Restore Operations ASAP



Business Continuity Framework

Benefits of a Program

" Business Survival

" Employee Safety & Well-Being

" Risk Management / Safe Environment
= Reputation of Organization

» Effective Management Tool



Business Continuity Framework
Governance

Where Does BC Report?

CEOQ - Chief Executive Officer
CIO - Chief Information Officer
CRO - Chief Risk Officer

COOQO - Chief Operations Officer
CSO - Chief Security Officer
CFO - Chief Financial Officer
CAQ - Chief Audit Officer

Real Estate / Building Management
Other



Components of a Business
Continuity Program

A comprehensive and effective Business Continuity

Program must include:
= The initial or emergency/first response to an incident or disaster.
» Detail clear emergency procedures.
= Protocol to manage the incident
= Basic procedures for response.
= Clear roles and responsibilities.
= TIdentification of contingencies .
= Prompt relocation.
= Recovery procedures.
= Recovery efforts for the facility.
= A business resumption plan (recovery for people, places, processes)

= A disaster recovery plan (technology: telephony, equipment,
systems, applications and data).

= Employee training.
= Practice, practice, practice.



Components of a Business

Continuity Program
Key Components to Consider

Desired Response
People
Technology
Computers
Communications
Process Controls
Customers
Suppliers
Warehouse

Premises & Operations
Essential Equipment
Building

Utilities

Mfg/Dist Equipment
Finance

Legal

Insurance

Logistics



DRII Professional Practices

Project Initiation and Management

Risk Evaluation and Control

Business Impact Analysis

Developing Business Continuity Strategies
Emergency Response and Operations

Developing and Implementing Business Continuity
Plans

Awareness Programs and Training

Maintaining and Exercising the Business Continuity
Plans

Crisis Communications
Coordination with External Agencies



Getting the Program Started

Risk Assessment/Analysis

* Identifies the risks to an organization
m Assesses the critical functions
= Defines the controls

" Evaluates the cost for such controls
= Asset or Operation Considered
= Undesirable Events
= VVulnerabilities / Threat Level
= Countermeasures Options



Getting the Program Started
Risk Assessment

Identifies critical operations, processes,
technologies and assets

Identifies particular regulations,
legislation, or industry best practices.

Identifies the source of possible disasters,
the likelihood of specific threats and the
affect of those disasters/threats on
operations.

Identifies existing mitigating controls (Gap
Analysis)

Initiates a Business Impact Analysis



Getting the Program Started

Vulnerability Identification and Analysis

" Tdentify vulnerabilities/undesirable effects to
specific assets

" Tdentify existing countermeasures and their
effectiveness

Estimate the degree of vulnerability for each asset
Identify countermeasures required

Estimate cost and effectiveness

Prioritize options and recommendations

Implement countermeasures to correct deficiencies



Getting the Program Started

Vulnerability Analysis Chart or
Spreadsheet

= Identify the Types of Emergencies (Each
Individual Type)

= Objectively rate the Probability on a Scale
of 1-5 (Low vs. High)

» Rate the Potential Human Impact (Scale of
1-5)

= Rate the Potential Property Impact (Scale
of 1-5)

= Rate the Potential Business Impact (Scale
of 1-5



Types of
Disasters/Interruptions and
Onsets

= Natural

" Man-Made
" Technological

® Tnternal vs. External
= Controllable vs. Uncontrollable
" Prior Warning vs. No Warning



Examples of Risks

Categories

Examples

Natural Disasters /
Severe weather events

Tornadoes, snowstorms, earthquakes,
floods, hurricanes, etc.

Man-made Risks

Terrorists, career criminals, strikes

Telecommunication

Phone-line jam, equipment failure

Electricity Power outage (blackout, spikes, surges)
Water Water contamination, waterline rupture
Fire Gas line explosion, bomb detonation

Building Structural

Building collapse, water line break, mold

Security Theft, trespassing, sabotage, workplace
violence, civil disturbance, domestic stalking
Medical Virus outbreak, bioterrorism, heart attack

Information Technology

Denial-of-services attacks, hardware failure,
virus, vendor outage, security breaches,
hacking




Getting the Program Started

Additional Factors to Consider

" Historical

" Technological
" Geographic

" Physical

= Human Error
= Regulatory
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Scenario OQutcomes

Availability of:
Everything Normal

Nothing Available

People Building | Systems
Y Y Y
Y Y N
Y N N
Y N Y
N N Y
N Y Y
N Y N
N N N

Most Likely



Getting the Program Started

Assets Identification

= Determine what critical assets need
protection

= Business Functions
= Support Functions
= Vital Records for Continuity & Restoration

= Recovery / Replacement Timeframes and
Processes

= Identify undesirable events and their impact
(Probability & Consequences)

" Prioritize assets based on consequence of loss



Getting the Program Started

Event Assessment

Estimate degree of impact on assets

Estimate the likelihood of
attack/vulnerability

Estimate the likelihood asset would be
attacked / affected

Prioritize risk based on assessment
Business Function

Support Function

Vital Records

Recovery / Replacement Timeframes and
Processes



Getting the Program Started
What is a BIA?

The purpose of a BIA is to measure key business processes,
and to outline potential outcomes of a business interruption.

In order to assess impact, a BIA will use likely threat scenarios to
which your organization is vulnerable and apply them against
each key business process.

The Business Impact Analysis (BIA) will provide quantifiable
outcomes, as well as potentially identify certain impacts that
cannot be accurately calculated, such as good will, public
perception and morale.

BIA results are useful in determining business process criticality
so that management can make informed decisions in terms of
recovery objectives and where to spend limited continuity and
recovery funding.

In preparation for developing continuity and recovery strategies,
the BIA also addresses internal and external interdependencies,
as well as what resources may be required at an alternate
location.



Getting the Program Started
What is a BIA?

» A Process That Allows The Organization To:

» Estimate Financial and Operational Impacts Over Time
» ILdentify Critical Business Processes and Dependencies
» Identify the Organization's Recovery Requirements

» Identify Vulnerabilities

» Direct Future Business Continuity Plans and Recovery /
Fortification Strategies

» ILdentifies service agreements, contractual obligations
» Single points of failure

» Identifies whatever else the BCM Steering Committee
deemed critical

> Resources, records, infrastructure data, etc,

» Provides a systems risk ranking and a suggested
recovery priority

» Not just a "One-Time" Process



Getting the Program Started
What is a BIA?

Identifies critical dependencies between
critical processes

= Server recovery
* HR activities

= Client-facing components (e.g. teller, call
centers)

Identifies recovery time objectives

* Documents critical recovery times before
incurring significant losses

Identifies information sources/resources
related to critical processes.

Security Requirements



Getting the Program Started

Conduct a Business Impact Assessment
(BIA)

" Fully involve business owners in decisions regarding system
criticality
= Simplify the process - Air, Water, Food

" Consider multiple constituents in determining criticality -
Employees, Consumer, Investors, Suppliers, Partners

= Estimate value of systems in terms of actual cost (e.g. penalties,
lost revenue/opportunity, etc.)

= Determine Recovery Time Objective (RTO), Recovery Point
Objective (RPO), and the Recovery Capacity Objective (RCO)



BIA for Financial Impacts

o, manual




BIA for Operational Impacts




BIA Framework
Fact-Finding for Recovery

" Breakdown by Departments

" Breakdown by Operation

" Breakdown by Building Design
" Breakdown by Floors

" Events That Can Occur
* What is Your Response?
" Are you Adequately Protected?



BIA Framework
Data Gathering

Focus on collecting:
» Business Unit Critical Functions

» Workflow Processes for Critical Functions
|dentified

» Dependencies (Internal and External)
» Vital Records Information
» Applications Used to Support the Processes

»\What is Needed to Conduct Business After an
Event (people, work area, computers)



BIA Framework

Review Existing Plans & Procedures
" Emergency Evacuation Plan

" Fire Protection Capabilities

* Safety and Health Measures

" Security Procedures

" Announcement Capabilities

" Tnsurance Policies and Coverage

" Finance and Purchasing Procedures




BIA Results Framework

Establish Your Goals

= Personnel

= Essential Records

" Equipment

= Supplies

" Work Space

" Property and Perimeter
Communications
Computer Processing Capabilities
Facilities
Administrative Services



Intermission - 15 Minutes

































































































































































































































