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ldentify, assess, and appropriately manage risks that
could adversely impact Diebold's ability to
generate revenue in a profitable manner,
maintain market share and retain its reputation in
a cost effective manner.
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You can make more friends in two months by

becoming interested in other people than you

can in two years by trying to get other people
Interested In you.

DALE CARNEGIE

Secur it yspeadofthebusiness! “_',’_EBO‘.D

NNNNNNNNNNNNNNNNNNN



We can’t afford not.to be secure!

How do you measure
the cost of a damaged
reputation in the eyes of
clients, potential clients,
your community, and
regulators?
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Cost Avolidance

Heartland
Payment Systems’

* Processes 100 million transactions per month; $80
billion worth of transactions per year

 Hackers exploited the network

 Went undetected for undetermined amount of time
 May 2009 - records exposed stabilized at 130 million
e 672 Institutions impacted

o 3$60 million settlement with VISA, lawsuits still pending
e Criminals made off with $50 million

Identity Theft Resource Center JM¥EBOLD
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Recent Headlines

Wyoming Department of Health data loss circa 2010/02/04
Hacked databaseontaining personal information and Social Security numbers of about 9,000 children exposed on the
Internet

Highmark data loss circa 2010/02/03
Documents containingames, policy identification and social security numbers of 3,700 missing thpeygih data theft

Ohio Department of Administrative Services data loss circa 2010/01/27
Personal banking information for 6,000 state employees, including Gov. Ted Strickland, inadveeentiyan email

Greensburg Dental Practices data loss circa 2010/01/20

Stolen laptopsexposing amnknownnumber of confidential patient information records

Methodist Hospital - Texas medical Center data loss circa 2010/01/18
Social Security numbers and private health information of 689tolen laptop

Ceridian data loss circa 2009/12/22
Files hackeatontaining Social Security numbers and bank account numbers of 27,000

AvMed Health Plans data loss circa 2009/12/11
Social Security numbers and protected health information of 2 milliostolen laptops

Social Security Administration data loss circa 2009/10/20
Personal information of 969 New Yorkers sbolen computer disk
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Diebold, Incorporated

« 150 year old company

* QOperations in over 90 countries

« Over 17,000 associates

e Core businesses:
» Self Service Technologies
* Integrated Security Solutions
« Software Solutions

* Integrated Services

* Manufacturing

Security...at the speed of business! EBOLD



We Provide Inherently Risky Services to
High Risk Environments which are Heavily
Regulated and Under Attack
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Typical Day @ The Oﬁ%,

e Approximately 3M messages reach our spam filters

e 2M are dropped without even being scanned due to
address (known bad site)

« 1.85% are actually valid emails (approx. 55k)

o Security Operations processes approx. 55 million log
entries for malicious activity

* Globally we receive an average of 3,300 external
scans a day

 We receive an average of 550 medium to high severity
attack events a day

* Prevent 400 viruses a day
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Security Spending.....

éhas traditionally Dbeen

t
based on Agut feel o




Focus on the Business

Compliance Driven Security
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Security Program-Eramework

- Business Business
‘ ﬂ -

Segurity Drivers

Requirements,
planning, roadmaps and
risk management are the
difference between
Autocracy and Anarchy!!




Portfolio of Key Activities

Risk Management

Security Information & Event Monitoring

Business Resiliency

Security Education & Awareness

Incident Response
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Enterprise Security Program.

Results based on Third 1.0 Governance and
Compliance

Party Validations:
* FFIEC 10.0 Security Architectur 2.0 Organizational Securit
« VISA

e |nternal Audit

9.0 Security Monitorin 3.0 Security Administratior

4.0 Physical Security &
Environmental Security

8.0 Incident Response
- \ ‘ /
7.0 Information Securi ,\/ 5.0 Risk Managemen
Awareness

6.0 Business Continuity Ple

M Desired State LI Current Assessmen H 06 Assessmen
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Governance Risk and Compliance
Oversight Board (GRCOB)
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GRCOB AUTHORITY____

C The Governance Risk Compliance Oversight Board (the
“Board”) wi | lrespoasibalityowveethescongril t
structure, strategic plans and direction pertaining to GRC
related matters.

C The Board is empowered to:
C Establish, modify, and/or retire policies to ensure risks are addressed.
C Ensure that the GRC policies are integrated within the business.
C Develop top-level priorities.

C Determine standards and/or compliance requirements and
recommend any corrective actions needed for incidence of non-
compliance.






Thank you!




