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Open Source, Compliance & You

Problem: You have a lot of compliance 
requirements staring you in the face. You don't 
have a lot of budget and you want to be able to 

sleep at night. 



            Security Through AwarenessSecurity Through Awareness



            Security Through AwarenessSecurity Through Awareness

● Free as in Freedom
● Sometimes Free as in Beer
● Allows for transparency
● Can be more robust than commercial software
● Not just a “knock-off” of commercial software
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● Lots of bad ones
● Lots of good ones
● Hard to tell the difference
● Hard to tell where a lot of tools would fit in

I crash a lot and am really
hard to train
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Goal: PCI 1.1

Establish Firewall and Router
configuration standards...

Firewall Enforcement
& Management Software

Configuration Control
And Auditing
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Software: Firewall Builder

Tags: Firewall Configuration Management, 
PCI 1.1

Info: www.fwbuilder.com

Community: Active

Licensing: Dual

Maturity: Stable

Features: Supports a variety of firewalls
Deploys configuration to firewalls



            Security Through AwarenessSecurity Through Awareness

Software: NCAT: Network Config
Audit Tool

Tags:  Firewall Configuration Audit, 
PCI 1.1

Info: http://ncat.sourceforge.net

Community: Active

Licensing: Free

Maturity: Stable

Features: Audits configuration for security
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● By tagging our selected projects carefully we 
can easily associate them with many 
compliance goals

● The color coding is just there to differentiate the 
category of the tool for this compliance goal

● One tool can fit many different goals so its 
important to tag as meticulously as possible 
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Tag Library

● Clear concise tags 
● Web Application Firewall is better than Web Filter

● As it relates to compliance goals - more is 
better
● If you can use a tool in more than one goal, then tag 

it appropriately 
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The “Sniff” Test

1) Does the project have a community around? 

      A) Are there mailing lists, forums or newsgroups around the project? 

      B) Are those active? 

2) Is the project actively maintained? 

       A) When was the last release? 

       B) Are there development releases? 

3) Google around for the project and see what comes up. It’s a very effective 

method. 
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More than Sniffing

● You should audit the project yourself (or have 
some trusted 3rd party to do so

● How to make that happen? 
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More than Sniffing

● Put the project in the 
cone of silence! 

● Build a test 
environment!

● Audit the code!  
● Test new releases 
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Cone of Silence

✔ Build a lab (Virtualization is acceptable here)
✔ Install the software
✔ Run the software as you would in production
✔ MONITOR THE LAB ENVIRONMENT
✔ Watch for bad/unexpected/bad to you stuff
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Audit the Code! 

● Quite a few automated tools do this
● Automated tools are great for finding “low 

hanging fruit” 
● Manual audits or behavioral audits are best 
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Test New Releases

● You should always, always always test new 
releases of code 

● AND new features! 
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What to do when it smells funny?
● It's important to keep this list up to date

● When a project goes unmaintained for 6 months, 
drop it

● When a project closes its source, re-evaluate it
● When a project has more than 5 unresolved 

security issues, drop it
● Re-evaluate often
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Proof of Concept

http://www.oscompliance.com

http://www.oscompliance.com/
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Build Your Own! 

● I built this archive with very little effort
● Build your own archive of “blessed” tools for 

use in achieving compliance goals
● Providing this sort of guidance can and will be 

invaluable to your organization
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<commercial>
Don't want to do this all yourself? Call Hurricane Labs. Our Hurricane Defense Service blends 

the best of these tools with our integration technology for an Open Source experience you won't 
believe. 

</commercial> 
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Q & hopefully A 
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Thank you for your time 
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