Managing Risk in a Dynamic World

Jessica Walpole, CISA, CISM, CGEIT

Director, Enterprise Governance and Compliance

Diebold Incorporated
Feb. 18, 2010




" HARDIN
"We've Consulered eueqy potential nisk. except
The risks of auaiding all risgs,

Source: 2009, Hardin , The Funny Times
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Security Threat Landscape

New Shadow Economy

C Organized criminal networks worldwide have
grown to an estimated 15% of the global
economy

C Extremely resourceful and outnumber
both law enforcement and corporate security
resources combined

C Technical sophistication, vast knowledge
base and well funded

C Decades of experience in surveillance,
espionage and building underground
networks

C Low risk venture with high payoff!

C Increasing regulatory, statutory and customer
mandates
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The Wake-Up Call—____

&

Network Solutions and The Security Breach: Are We Missing
©  a Wake-Up Call?

Mondav, August 17th, 2009 | Marketing, SEQ,

“*'Heartland Payment Systems hacked
It's taken me a bit of time to write thiz aricle. I've been trying to

1 o o o
= wrihout f sounding ke fm belifing the concerns of tose o1, P@YIMENES processor said breach did not involve merchant, cardholder data
Then | realized — that pretty much =ays it. Please take the =entin] ,41['.! .

Before we go any further, | want to repeat the disclosure | mad updated 6:15 p.m. ET, Tues., Jan. 20, 2005
Solutions’ Social Web Advizory Board. If's necessary to state th
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The most promising games of fall 2009

under certain circumstances. This iz not ong of those instances OOTMCETOR. Bl 1 - Deumambe mesesoscoe

Holiday tech gadget preview

'TJX breach could top 94 million accounts Top 10 blowhards of the Web

Filings in case involving Visa cards alone as much as $83 million

By Mark Jewell Hannaford breach raises new fears

,dp Associated Prass
updated 1:16 p.m. ET, Wed., Oct. 24. 2007 Troubling twists might expose big holes in industry’s security standards

BOSTON - At least 94 million Visa anc By Clarke Canfield and Brian Bergstein

e
MasterCard accounts may have been AP Assnocisted Prass
to potential fraud in a data breach at  updated 6:45 p.m. ET, Thurs., March, 20, 2008 Hot prototypes: Designs on tomormow's coolest
A gadgets today
PORTLAMD, Maine - At first, it sounded like Cheap and easy ways to use your gadgets on
another in a long ling of credit card breaches: the road
Up to 4.2 million account numbers were stolen Protect your privacy on Facebook and Twitter

by thieves who cracked computers at
Hannaford Bros. Co., an Eastern supermarket
chain.
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The Wake-Up Call

Identity Thieves Won't
Rest After Jailing of
Gonzalez

03 EoOKMARE, o 90 £7

People who commit identity theft 2ot a
\ warning thiz week in the form of the 25-
wear federal prison sentence handed

\ \ down to Albert Gonzalez,

Gonzalez, a Miami resident, made
’,_/ national headlines thiz summer when he
\ \ o waz indicted, along with tweo
\ i ’/" accomplices, for a massive identity theft
\ i W zcheme that compromized millions of
/ \ conzumer credit card numbers,
f \ / Gonzalez's scam waz zaid to be the

largest in history,

The scheme was linked to high-profile data breaches that affected major
retailers like T.J. flaxx and Hannaford supermarkets, Gonzalez is expected to

serve at least 15 vears in federal prizon and could be incarcerated for as long
az 25,
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Balance of Security vs—CoJ

nv.enience

Maintain consumer
confidence

Minimize loss

I\/Iitigate\ ‘:@f

The degree of
Protection applied to
the Potential Loss




What Is At Risk?

Risk =
(Vulnerability * Threat)
0 Controls * Asset Value

A Trust

A Reputation, brand, image

A Competitive advantage; market & investor confidence
A Relationships with business partners

A Customer retention & growth

A Business continuity & resilience
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Enterprise Securit

External OQutcome Internal Outcomes
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