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"We've cornswlered eveqy potential nisk. except
The risks of auaiding all risgs,

Source: 2009, Hardin , The Funny Times
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We Can’t Ignore the Warnings

Security Threat Landscape

New Shadow Economy

L Organized criminal networks worldwide have
grown to an estimated 15% of the global
economy

U Extremely resourceful and outnumber
both law enforcement and corporate security
resources combined

[ Technical sophistication, vast knowledge
base and well funded

[ Decades of experience in surveillance,
espionage and building underground
networks

U Low risk venture with high payoff!

U Increasing regulatory, statutory and customer
mandates
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The Wake-Up Call—____

&

Network Solutions and The Security Breach: Are We Missing
©  a Wake-Up Call?

Mondav, August 17th, 2009 | Marketing, SEQ,

“*'Heartland Payment Systems hacked
It's taken me a bit of time to write thiz aricle. I've been trying to

1 o o o
= wrihout f sounding ke fm belifing the concerns of tose o1, P@YIMENES processor said breach did not involve merchant, cardholder data
Then | realized — that pretty much =ays it. Please take the =entin] ,41['.! .

Before we go any further, | want to repeat the disclosure | mad updated 6:15 p.m. ET, Tues., Jan. 20, 2005
Solutions’ Social Web Advizory Board. If's necessary to state th
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The most promising games of fall 2009

under certain circumstances. This iz not ong of those instances OOTMCETOR. Bl 1 - Deumambe mesesoscoe

Holiday tech gadget preview

'TJX breach could top 94 million accounts Top 10 blowhards of the Web

Filings in case involving Visa cards alone as much as $83 million

By Mark Jewell Hannaford breach raises new fears

,dp Associated Prass
updated 1:16 p.m. ET, Wed., Oct. 24. 2007 Troubling twists might expose big holes in industry’s security standards

BOSTON - At least 94 million Visa anc By Clarke Canfield and Brian Bergstein

e
MasterCard accounts may have been AP Assnocisted Prass
to potential fraud in a data breach at  updated 6:45 p.m. ET, Thurs., March, 20, 2008 Hot prototypes: Designs on tomormow's coolest
A gadgets today
PORTLAMD, Maine - At first, it sounded like Cheap and easy ways to use your gadgets on
another in a long ling of credit card breaches: the road
Up to 4.2 million account numbers were stolen Protect your privacy on Facebook and Twitter

by thieves who cracked computers at
Hannaford Bros. Co., an Eastern supermarket
chain.
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The Wake-Up Call

Identity Thieves Won't
Rest After Jailing of
Gonzalez

03 EoOKMARE, o 90 £7

People who commit identity theft 2ot a
\ warning thiz week in the form of the 25-
wear federal prison sentence handed

\ \ down to Albert Gonzalez,

Gonzalez, a Miami resident, made
’,_/ national headlines thiz summer when he
\ \ o waz indicted, along with tweo
\ i ’/" accomplices, for a massive identity theft
\ i W zcheme that compromized millions of
/ \ conzumer credit card numbers,
f \ / Gonzalez's scam waz zaid to be the

largest in history,

The scheme was linked to high-profile data breaches that affected major
retailers like T.J. flaxx and Hannaford supermarkets, Gonzalez is expected to

serve at least 15 vears in federal prizon and could be incarcerated for as long
az 25,
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Balance of Security vs—CoJ

nv.enience

Maintain consumer
confidence

Minimize loss

I\/Iitigate\ ‘:@f

The degree of
Protection applied to
the Potential Loss




What Is At Risk?

Risk =
(Vulnerability * Threat)
- Controls * Asset Value

* Trust

* Reputation, brand, image

« Competitive advantage; market & investor confidence
* Relationships with business partners

« Customer retention & growth

e Business continuity & resilience
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Enterprise Securit

External OQutcome Internal Outcomes
gmm—— p— .
. o Risk Management
I(:c:nflc_ltentlallty Vulnerability Management
Compliance —_— : e%nbyl't —= Incident Response
Nvala ”é’. i Business Resilience
on-repudiation Education & Awareness

[% FFIEC
] BELVEGHA  FACTA
| Requirem EntSi SOX
PCI- PED
% PCI-DSS

Diebold Industry
Requremenlsl Requurements

Ed& Awareness Customer Availability

RequnremeNS}




Compliance Landscape -

 Qutside regulatory agencies,

e.g., OCC, FFIEC and PCI ' Regulatory FEIEC
- Associate behavior or risks Requirements aiia
associated with roles/job | _ PCI-PED
function Fel o bes
* Diebold Field Technician Diebold Tl
~drill point information Requirements Requirements

* Diebold Software
Developers ~Code
vulnerabilities

* Vulnerabilities will be
exploited

Procedures %
Application

Review ‘
Ed & Customer

Awareness Requirements




g PCI GLBA SOX HIPAA
| J, | | | :
> > v
— Requirements,

l — planningj; feagmaps and
A ! risk manggement are the
po diff@ence bepveen
(G o] K Autocracy and Anarchy!!

.| % v v
PEL> RIS AN
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Network Applications Consortium — December 3, 2004



Maturity Model

Nonexistent Initial Developing Defined Managed Optimizing
> Level of Process Maturity >

0 1 2 3 4 5

Blissful Ignorance Awareness Corrective Operations Excellence
20% 30% 40% 10%

Design
IArchitecture

Proress
Formdlization

Develop New
Poli

Review Status

\

Ipitiate Stratjgic Progran

(Re-)Establish Securit
| 36 Months |

—>Relative Program Maturity ———>

Team




Diebold Holistic Approach

Security Business
Component
Testing

ATM Service Securit Mergers &
Product Security y Acquisitions

Security/ATM
Software
Security

Manufacturing &
Distribution

Enterprise Security

Architecture, Operations and
Governance and Disaster
Compliance Recovery

Intelligence and Incident
Management

IT

EBOLD

INNOVATION DELIVERED™



Enterprise Security Program Assessment

Architecture, Governance
and Compliance
- Security Architecture and Planning

Security Governance and
Definition or Roles

Security Program Metrics and
Quality

Risk Management
Information Classification
Legal Framework

Security Awareness
Personnel Security
Regulatory Compliance

Privacy Confidentiality and
Segmentation

People/Strategic

Operations and Business
Continuity
- Provisioning and Implementation
- Application Access
- Identity Management
- Account and Access Reviews
- Physical Security
Access Control
Security Force
Video Surveillance
Secure Document Destruction
Media Control and Handling
Business Continuity Plans and
Exercises
Business Impact Analysis

Process/Operational

|
Intelligence and Incident
Management

- Threat/Vulnerability Awareness and
Management

- Configuration and Patch
Management

- Secure Network Design

- Logging, Monitoring and
Reporting

- Incident Handling and
Response
Secure Builds and Host Hardening
Malicious Code Protection
Perimeter Security
Authentication and Authorization
Secure Design and Coding
Encryption
Secure Communications
Intrusion Detection and Protection
Data Integrity
Storage Security

Technology/Tactical




Accomplishments/Goals _-

2008

AN N NN N N N N N N N U NN

Personnel Certifications

Education & Awareness Program
Policies & Standards

Document Destruction

Physical Security Inclusion

Stabilized Old Access Control System
Governance Risk Compliance

Public Key Infrastructure

Full Disk Encryption (SafeBoot)
Disaster Recovery Exercises

Security Lab

Eras Inclusion

Enterprise Security Online Provisioning
SSN Remediation

Customer and Field Visits

Visa Review - DTS

2009

D N N N N N N N N N Y N N

Information Classification Program
Formalize Risk Management Program
Personnel Certifications

Strategic Business Alignment
Quarterly Newsletters

Role Based Education Program
Application Security

Secure Coding Program

Incident Response Expansion
Control Harmonization Program
Vulnerability Management Expansion
FFIEC Examination

Risk Assessments (Asia & Service)
Expansion of Prior Investments

EBOLD 14



Customer Risk Assessment

Security Risk
Assessment

Deliverables

Validation

*Physical Security Reviews

*Logical Security Reviews
*Infrastructure Review

*Operational Controls

* Application Security

*Business Requirements and Support
*Personnel Security

*Vulnerability Management Program
*BCP/BIA

* Security Administration
*Separation of Duties

*Education and Awareness

*Risk Acceptance Authority

_/

«Internal Audit
*Third Party Reviews (FFIEC, PCI, TG3)
*Customer Vendor Management Assessments

~N

_/

J Risk Management

- Vulnerability Assessments

] Business Continuity
Planning and Disaster
Recovery

J Education and Awareness

 Incident Response



16

Risk Assessment TQQLS\_/

Program/Solution Security Review -

[ Consistent Methodology

[ Services defined as any direct or
indirect solution provided to customers

Security Risk Reviews
(J Operational Risk Assessment
U Global Security Health Check

Risk Acceptance Authority
[ Risks are identified by areas of concern

[ Ratings are provided and risk can be
accepted, deferred, remediated or insured

J Action Plans are identified

EBOLD
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What This Translates-Into

A Overarching Governance Model — Accountability and
Consistency

Q Prevention Measures
O Thorough and Proactive Risk Analysis
d Sound Security Policies
O Employee Security Awareness and Training
a Well Designed Security System Architecture
d Proactive Vulnerability Assessments
QO Penetration Testing — 39 Party
O Detection Measures
O Ongoing monitoring
O Response Measures
a Effective Incident Response




' |
Strive for Excellence\v, o

Through security awareness and education, create a
culture where security is an instinctive part of every
associate’s day-to-day operations.

Awareness
(I know it exists)

Development Understanding
('ll help enhance it)/ (I know what it is)
Meaningful

ehavioural

B
— Change
Communication Value
('l promote it) (I know why it is
worthwhile)
Commitment Ownership
("M do it) (I like it)




Existing Program . &

Security Awareness mm

Q Solid Foundation E -
0O New hire orientation |
d Annual security awareness training
a Quarterly newsletter
0 Poster & screensaver campaigns
O Security Bits

= - € ARE O

Enterpris® =

Security Bits: [Beware Of Seasonal Internet

SCams.

Cyber shoppers should take heed this holiday “Oh, you better
season. Those “look-too-good-to-be-true” gifts »
usually are just that. 'v"\"ithE}TOHdEly shoppingin full watch out...
swing and a prediction of millions shopping during

the month of December, it's a safe assumption

that crooks and scammers are baiting their traps

with deals that cannot be passed by.

Enterprise Security

Protecting Diebold’s Information Assets

New Hire Orientation

Online crime hit a record high in 2008.
The Internet Crime Complaint Center (IC3)
received a total of 275,284 complaints, a 33.1 percent increase during the previous year. The total dollar
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Security Awareness Communication Roadmap

SEPT » OCT ) NOV > DEC )

JUL > AUG )

JUN >

APR » MAY >

MAR >

FEB )

JAN >

or Internal communications

Passwords

Security Bits

monthly via

Passwords

Various topics distributed

sa|oIY
SSauUaJEMY

J9p39|SMaN

multiple
presentations/
various topics

Employee
Learning Week

with ES Logo

desktop icon or e-mail option

for

Article connecting

physical security

and or logical
How safe is
your wireless
connection,
example

initiatives with
threat landscape

-

Security
Awareness Week
multiple
presentations/

various topics

distributed monthly via

security tips
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Specific concise how to (KB)
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Quarterly

Quarterly

Quarterly

SI3ABSUIB.
PUE s.13}s



“Teamwork”

Security...

at the speed of the business!

The Buddy System
Written by Evan Sehuman
september 16th, 2003

When Hit With A Major Data Breach, Retailers Should Use

There’s a very old joke that when
swimmers are about to jump into
shark-infested waters, they
should always swim with a
buddy. If a shark attacks, feed
him your buddy.

Retailers today, swimming in
cyberthief-infested wireless
zones, are discovering a similar
guideline plays out when there is
an attack against a large number
of retailers, such as what
happened with TJX, Hannaford,
7-Eleven and others in the
Gonzales cases.
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It is never the risk that causes damage or creates
opportunities — it is how we respond.

- Before, During and After -

Security...at the speed of the business! EBOLD 29
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Jess Walpole

Director, Governance and Compliance
Diebold, Incorporate

Email: jessica.walpole@diebold.com

Security..A team effort, but an individual resﬁgn?'-aility!
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