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Security…at the speed of the business!

Source: 2009, Hardin , The Funny Times



We Can’t Ignore the Warnings
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New Shadow Economy

Organized criminal networks worldwide have 

grown to an estimated 15% of the global 

economy

Extremely resourceful and outnumber 

both law enforcement and corporate security 

resources combined

Technical sophistication, vast knowledge 

base and well funded

Decades of experience in surveillance, 

espionage and building underground 

networks

Low risk venture with high payoff!

 Increasing regulatory, statutory and customer 

mandates

Security Threat Landscape

Security…at the speed of the business!



The Wake-Up Call
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The Wake-Up Call
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Balance of Security vs. Convenience

The degree of 

Protection applied to 

the Potential Loss

Maintain consumer 

confidence

Minimize loss

Mitigate risk



What Is At Risk?

• Trust

• Reputation, brand, image

• Competitive advantage; market & investor confidence

• Relationships with business partners

• Customer retention & growth

• Business continuity & resilience

Risk  =
(Vulnerability * Threat) 

– Controls * Asset Value



Enterprise Security

Confidentiality

Integrity

Availability

Non-repudiation

Compliance

Risk Management

Vulnerability Management

Incident Response

Business Resilience

Education & Awareness

External Outcome Internal Outcomes



Regulatory 
Requirements

Industry 
Requirements

Customer 
Requirements

Diebold 
Requirements

Compliance Landscape

FFIEC

FACTA

SOX

PCI – PED

PCI – DSS

Procedures

Application 

Review

Ed & 

Awareness

ISO 

27001

COBIT

ITIL

• Outside regulatory agencies, 

e.g., OCC, FFIEC and PCI 

• Associate behavior or risks 

associated with roles/job 

function

• Diebold Field Technician      

~drill  point information

• Diebold Software 

Developers ~Code 

vulnerabilities 

• Vulnerabilities will be 

exploited



Security Governance Framework

Requirements, 

planning, roadmaps and 

risk management are the 

difference between 

Autocracy and Anarchy!!

COBIT

BITS

COSO

ISO 

17799

PCI GLBA SOX HIPAA

Network Applications Consortium – December  3, 2004



Maturity Model

0 1 2 3 4
Blissful Ignorance Awareness Corrective Operations Excellence

5

Nonexistent OptimizingManagedDefinedDevelopingInitial
Level of Process Maturity

R
e

la
ti

v
e

 P
ro

g
ra

m
 M

a
tu

ri
ty

20% 30% 40% 10%

36 Months

Process 

Formalization

Develop New

Policy Set

Initiate Strategic Program

Design 

Architecture
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Diebold Holistic Approach

Security Business

Component 

Testing

ATM

Product Security

Security/ATM

Software 

Security

Service Security
Mergers & 

Acquisitions

Enterprise Security

IT

Intelligence and Incident 

Management

Operations and 

Disaster 

Recovery

Architecture, 

Governance and 

Compliance

Eras
Aurillion
Mobile Banking

PCI
VISA
FFIEC
HIPPA
Banks

Manufacturing &

Distribution



Enterprise Security Program Assessment

Architecture, Governance 
and Compliance

- Security Architecture and Planning

- Security Governance and  
Definition or Roles

- Security Program Metrics and      
Quality

- Risk Management

- Information Classification

- Legal Framework

- Security Awareness

- Personnel Security 

- Regulatory Compliance 

- Privacy Confidentiality and  
Segmentation

Intelligence and Incident 
Management

- Threat/Vulnerability Awareness and 
Management

- Configuration and Patch 
Management

- Secure Network Design

- Logging, Monitoring and 
Reporting 

- Incident Handling and   

Response

- Secure Builds and Host Hardening

- Malicious Code Protection

- Perimeter Security

- Authentication and Authorization

- Secure Design and Coding

- Encryption

- Secure Communications

- Intrusion Detection and Protection

- Data Integrity

- Storage Security

Operations and Business 
Continuity

- Provisioning and Implementation

- Application Access

- Identity Management    

- Account and Access Reviews

- Physical Security

- Access Control

- Security Force

- Video Surveillance

- Secure Document Destruction

- Media Control and Handling

- Business Continuity Plans and

Exercises

- Business Impact Analysis

People/Strategic Process/Operational Technology/Tactical



Accomplishments/Goals
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 Personnel Certifications

 Education & Awareness Program

 Policies & Standards

 Document Destruction

 Physical Security Inclusion

 Stabilized Old Access Control System

 Governance Risk Compliance 

 Public Key Infrastructure

 Full Disk Encryption (SafeBoot)

 Disaster Recovery Exercises

 Security Lab

 Eras Inclusion

 Enterprise Security Online Provisioning

 SSN Remediation

 Customer and Field Visits

 Visa Review - DTS

2009

 Information Classification Program

 Formalize Risk Management Program

 Personnel Certifications

 Strategic Business Alignment

 Quarterly Newsletters 

 Role Based Education Program

 Application Security

 Secure Coding Program

 Incident Response Expansion

 Control Harmonization Program

 Vulnerability Management Expansion

 FFIEC Examination

 Risk Assessments (Asia & Service)

 Expansion of Prior Investments
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 Risk Management

 Vulnerability Assessments

 Business Continuity 

Planning and Disaster 

Recovery

 Education and Awareness

 Incident Response

Customer Risk Assessment

Security Risk 
Assessment

•Physical Security Reviews

•Logical Security Reviews

•Infrastructure Review

•Operational Controls

•Application Security

•Business Requirements and Support

•Personnel Security

Deliverables

•Vulnerability Management Program

•BCP/BIA

•Security Administration

•Separation of Duties

•Education and Awareness

•Risk Acceptance Authority

Validation

• Internal Audit 

•Third Party Reviews (FFIEC, PCI, TG3)

•Customer Vendor Management Assessments



Program/Solution Security Review

Consistent Methodology

Services defined as any direct or        

indirect solution provided to customers

Security Risk Reviews

Operational Risk Assessment

Global Security Health Check

Risk Acceptance Authority

 Risks are identified by areas of concern

 Ratings are provided and risk can be 

accepted, deferred, remediated or insured

 Action Plans are identified

Risk Assessment Tools
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What This Translates Into

 Overarching Governance Model – Accountability and 

Consistency

 Prevention Measures

 Thorough and Proactive Risk Analysis

 Sound Security Policies

 Employee Security Awareness and Training

 Well Designed Security System Architecture

 Proactive Vulnerability Assessments

 Penetration Testing – 3rd Party

 Detection Measures

 Ongoing monitoring

 Response Measures

 Effective Incident Response



Through security awareness and education, create a 
culture where security is an instinctive part of every 
associate’s day-to-day operations.

Awareness

(I know it exists)

Understanding

(I know what it is)

Value

(I know why it is 

worthwhile)

Ownership

(I like it)

Commitment

(I’ll do it)

Communication

(I’ll promote it)

Development

(I’ll help enhance it)

Meaningful 

Behavioural 

Change

Strive for Excellence!



Security Awareness 

 Solid Foundation

 New hire orientation

 Annual security awareness training

 Quarterly newsletter

 Poster & screensaver campaigns

 Security Bits

Existing Program



Security Awareness 2010 



“Teamwork”
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There’s a very old joke that when 

swimmers are about to jump into 

shark-infested waters, they 

should always swim with a 

buddy. If a shark attacks, feed 

him your buddy. 

Retailers today, swimming in 

cyberthief-infested wireless 

zones, are discovering a similar 

guideline plays out when there is 

an attack against a large number 

of retailers, such as what 

happened with TJX, Hannaford, 

7-Eleven and others in the 

Gonzales cases. 
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It is never the risk that causes damage or creates 

opportunities – it is how we respond.

- Before, During and After -

Security…at the speed of the business!



Q & A

Security…A team effort, but an individual responsibility!

Jess Walpole

Director, Governance and Compliance

Diebold, Incorporate

Email:   jessica.walpole@diebold.com


